




































2. FNI will provide one virtual training on the training and awareness materials developed and how to
issue training within the City and its cybersecurity stakeholders. City managers and supervisors will
conduct in-City training and awareness outreach.

Task AS.2 - Cybersecurity Tabletop Exercise 

FNI will conduct a 3-hour in-person tabletop exercise to validate the effectiveness of the Incident 
Response Plan and Procedures. Participants should include stakeholders from operations, IT, SCADA, 
management, communications and the emergency operations center. Two scenarios will be developed 
for the tabletop exercise, along with follow-up questions and prompts to facilitate discussion. 

An after-action review will be performed to identify lessons learned and areas for improvement. FNI will 
provide updates to the Incident Response Plan and Procedures based on exercise outcomes and 
feedback. If this service is selected, the exercise and following updates will be completed prior to the 
final documentation handover in Task 0.3, above. 

Task AS.2 Deliverables: 

1. Tabletop Exercise Plan document outlining the purpose, roles and structure of the exercise, and the
detailed scenarios and related discussion questions. -Provided electronically, and hard copies were
provided for use in the exercise.

2. Slides and minutes from the tabletop exercise. -provided electronically.

3. Updated I RP documents -provided electronically.

Task AS.2 Expectations and Assumptions 

1. City is responsible for coordinating with and securing attendance of key stakeholders including IT,
SCADA, Operations, management, emergency operations and communications teams.

ARTICLE IV - COMPENSATION AND TIME OF COMPLETION 

The Basic Services are proposed as a lump sum of sixty-nine thousand two hundred twenty dollars 
($69,220). FNI recommends completing this Scope of Services within 12 months of notice to proceed 
(NTP) and with task deadlines as shown in the table below. To meet AWIA regulations, the RRA 
certification should be completed by the City before June 30, 2026, and the ERP certification should be 
completed before December 31, 2026. 

I TASK SERVICE TYPE FEE SCHEDULE 

A-Project Management & Meetings Basic $17,411 NTP-Dec 2026 

B -RRA Update & Recertification Support Basic $42,558 NTP-Jun 2026 

C-ERP Update & Recertification Support Basic $9,251 Jul 2026 -Dec 2026 

I BASIC SERVICES SUBTOTAL Basic $69,220 

I GRAND TOTAL $69,220 
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