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Cybersecurity Contract

Background

Monthly Reporting

Active Threat

Hunting @

. Managed Detection p..
Continuous ;

Monitoring & Response }
24/7/365

The City relies on multiple vendors for
cybersecurity protection

Defense in Depth (DiD) applies
multiple layers of protection

Current agreement expires in 2025
and needs to be renewed

Renewal needed to ensure protection,
monitoring and quick response
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Cybersecurity Contract

Why this is needed

Enhancing cybersecurity to ensure reliable
services, protect sensitive information, and
minimize financial and operational risks.

Protects City Services
Keep critical systems like utilities, public
safety, and records safe from disruptions

Prevents Costly Attacks
Reduces the risk of ransomware or data
breaches that could be expensive to fix

Safeguards Community Data

Protects sensitive resident and employee
information from theft or misuse

Ensures Quick Recovery
-—> Provides tools and support to restore
systems faster if an incident occurs




Fixed Annual Cost

Annual payment not to exceed $88,000 provides stable,
consistent pricing

Costand
Implementation

Total Contract Value

$264,000 over three years, already budgeted for ongoing
protection

Smooth Renewal Process

No major changes needed since it continues existing
cybersecurity protections

Immediate Coverage

Protection remains active without interruption during the
new contract period



Questions
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